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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 3.
3
Proposed New Text
[START OF CHANGES]
5.X3
Key Issue #X3 Function Isolation.
5.X3.1
Key issue detail
3GPP architectures (including 5G) are still based on a functional “boxes”, with 3GPP security applied between the functions on a reference point basis. If 3GPP functions are implemented in a common software host environment (e.g. with a common hypervisor , compute and storage), TLS and similar protocols are reduced to protecting information travelling between memory locations in a single logical memory block. As such, if an attacker (or hypervisor administrator) is able to gain access to the memory in which a set of VNFs run, then relying on reference point-based security will offer little protection, except on physically exposed hardware links.
[END OF CHANGES]
